
Vulnerability  
Management-as-a-Service

Security flaws and misconfigurations no longer a weakness.



ADVANCED
Get all the goodness of Basic in addition to: 

•	 Scans to assess compliance with major standards 	
	 such as HIPAA, PCI DSS, and Center for  
	 Internet Security benchmarks

•	 Compliance and vulnerability scanning of 		
	 workloads in AWS, Azure, and GCP

•	 Integrations with over 100 scanners and external 	
	 tools for unified vulnerability management

•	 Integration with major service desk platforms

•	 Compliance with all applicable industry standards

BASIC
•	 Vulnerability scans with industry-leading tools 

•	 All vulnerabilities reported into our unified  
	 vulnerability management platform for  
	 remediation assignment and status tracking 

•	 Each vulnerability is enriched by Mandiant 		
	 Advantage vulnerability intelligence  
	 so you know whether it’s being used by  
	 real attackers

•	 Receive risk-based remediation guidance  
	 from our experts to prioritize most immediate 		
	 needs first

The power of actively identifying  
and managing vulnerabilities. 

Assura’s VMaaS has two service options: 

Not just reports dumped over the wall.

One of the most common means that threat actors use to compromise your security is taking 
advantage of systems with lingering security flaws and weak configurations. With Assura’s 
Vulnerability Management-as-a-Service (VMaaS), you keep the bad guys from finding and 
exploiting those weaknesses, in addition to ensuring compliance with all industry standards. 
VMaaS includes ongoing vulnerability scans, detailed vulnerability reports, a guided explanation 
of what it all means, and more. 

Each VMaaS client is assigned a dedicated Service Concierge from 
our Offensive Security Operations team. Your expert will facilitate 
a monthly conference to highlight trends and make treatment 
recommendations. These added insights provide you with an  
“attacker’s eye view” of your attack surface. 



FEATURES PLANS

Identify vulnerabilities powered by Tenable.io

Vulnerability management and automation portal

Exploitability data enriched with Mandiant vulnerability intelligence

Risk scoring contextualized based on CVSS score, exploitability, and system criticality

Integration with major service desk platforms	

Notifications to Teams, Slack, Email, Webhooks, and SMS

Dashboard and Analysis	

Monthly reporting conference with Concierge from  
Assura’s Offensive Security Operations team with guidance on remediation	

Full integration with Assura’s Virtual ISO service	

Compliance audits with major frameworks such as PCI DSS, HIPAA,  
and CIS Benchmarks		

Integration with over 100 different products including asset management, bug bounty, 
and application security products		

Initial and semi-annual asset discovery scans that can be imported into  
organization’s CMDB			 

SAML Single Sign-on (SSO)

Add PCI DSS scans from Approved Scanning Vendor	

VMaaS
Plans and Features

BASIC

ADVANCED

Get in touch. 
Email info@Assurainc.com or call 804-672-8714.

Assura provides innovative cybersecurity advisory and managed services to clients  
in the government, healthcare, banking, manufacturing, and transportation sectors.  
Our unique capabilities include tying together risk-based cybersecurity with  
sustainable compliance and developing inventive technical solutions for our clients.  
© Assura Inc. All rights reserved. Learn more at www.Assurainc.com.

Assura’s Popular Services:
Fractional CISO, Risk Assessment, Penetration Testing,  
Security Monitoring and Response, Audit Defense,  
Extended Detection and Response, Cyber Emergency,  
Security Awareness and Training, Multifactor Authentication, 
Continuity Planning, GRC, Disaster Recovery


